
SSPDDP
https://www.sspddp.nl

https://www.sspddp.nl/




SSPDDP
https://www.sspddp.nl

https://www.sspddp.nl/


SSPDDP

• Secure
• Cryptographic mechanisms for Immutability, Privacy, & Trust management

• Scalable
• Enable resource restricted clients
• High-performance accelerators for high throughput & low latency

• Policy-enforced
• Augment smart contracts with formal modelling of business and legal policy
• Design business processes to enforce policy compliance

• Distributed Data Processing
• Information sharing and processing across organizations
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• Required by WWFT law
(Wet ter voorkoming van witwassen en financieren van terrorisme)

• Know your costumer concerns the discipline of getting to know the customer: both legal entities and natural persons. 

• In general, KYC is carried out on a case-by-case basis:

• A number of data points are collected and the ownership trail is identified up to an ultimate beneficial owner (UBO). 

• A (typically automated) risk assessment is carried out. 

• The outcome determines whether or not a bank will commence business, exit a client or take mitigating measures (e.g. annual review cycle).

• Issues

• Rapidly increasing costs

• Duplication of efforts across financial institutions

• Suboptimal effectiveness of decentralized activities

• As a result, proof of concepts have readily identified a number of topics around which further research may prove beneficial:

• Security

• Ownership (of data and policy)

• Privacy (GDPR)

• Competition limitations (for NL: Autoriteit Consument en Markt)

• Opportunity for cooperation & Benefits
• Customer experience
• Efficiency
• Effectivity
• Reputation



• Main driver:

• WWFT

• Limiting factors / constraints:

• Privacy law (GDPR)

• Competition law

• Internal policies and risk appetite

• Goal

• Share data for KYC processes 

• Ability to run decentralized specialty models (risk calculations)

• Min requirement to solution

• Auditability of information: quality, changes, flows

• Compliant with legal limitations

Issues:
- High duplication of manual efforts in data collection 

and processing
- Individual banks have an incomplete view on 

customer behaviour / alerting function lacks
- Variation in WWFT interpretation and KYC 

requirements
- Decentral processing with limited possibility for 

alignment


